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ECSAv10 Syllabus 

 
 

Introduction to Penetration Testing and Methodologies  2 Hours - Day 1 

 

Penetration Testing Scoping and Engagement Management 2 Hours - Day 2 

 

Open Source Intelligence (OSINT) Methodology   2 Hours - Day 3 

 

Social Engineering Penetration Testing Methodology   2 Hours - Day 4 

 

Network Penetration Testing Methodology – External  6 Hours - Day 5 - 7 

 

Network Penetration Testing Methodology – Internal   6 Hours - Day 8 - 10 

 

Network Penetration Testing Methodology - Perimeter Devices 4 Hours - Day 11 & 

12 

 

Web Application Penetration Testing Methodology   6 Hours - Day 13 - 

15 

 

Database Penetration Testing Methodology    4 Hours - Day 16 & 

17 

 

Wireless Penetration Testing Methodology    2 Hours - Day 18 

 

Cloud Penetration Testing Methodology    2 Hours - Day 19 

 

Report Writing and Post Testing Actions    2 Hours - Day 20 

 

 

 


